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DETAILED ACTION 

1 . This office action is in response to application 10/829,205 filed on 4/22/2004. 

2. Claims 1-15 have been submitted and examined. 

Priority 

3. Receipt is acknowledged of papers submitted under 35 U.S.C. 119(a)-(d), which 
papers have been placed of record in the file. 

Information Disclosure Statement 

4. The IDS filed on 4/22/2004 has not been considered because it does not comply 
with 37 CFR 1.98 which states that a legible copy of each foreign patent, and a written 
translation of non-English documents or a concise explanation of the relevance of the 
document must be included. 

Claim Rejections - 35 USC §112 

5. The following is a quotation of the second paragraph of 35 U.S.C. 11 2: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

6. Claims 1-12 are rejected under 35 U.S.C. 112, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. 
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7. With respect to claims 1, 4, 7-12, each claim uses the term 'allowing' to describe 
an action. For example claim 1 states, "allowing said language system to set the 
memory protection of the first memory area before the first program code calls the 
second program code." It is unclear what the applicant's intended metes and bounds of 
the claims are, since anything that does not prohibit the actions from occurring satisfies 
the limitations in question. 

Claims 7 and 10 recite the limitation "said program" in line 7 of each claim. It is 
unclear if "said program" is intended to refer to, 'a program,' 'a first program code,' or 'a 
second program code,' since a program is code, and thus the program codes can also 
be referred to under 'said program.' 

8. Claim 11 recites the limitations "said memory protection exception" and "the 
memory protection" in the claim. There is insufficient antecedent basis for this limitation 
in the claim. The examiner notes, that claim 11's parent claim is similar to that of claim 
4 and the possibility that claim 1 1 was meant to read similarly to claim 5. 

Claim Rejections - 35 USC § 101 

9. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

10. Claims 7-12 are rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter. 

Claims 7-12 are directed towards "A program used in a computer system..." but 
do not claim any form of the software in a tangible computer readable medium, and 
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therefore merely represent abstract idea(s) which taken together fail to accomplish a 
practical application. Since the claimed software limitations have not been tangibly 
embodied (or stored) in a computer readable medium, the software limitation are not 
capable of being executed by a processor to perform the actions of the claimed 
limitations because software per se isn't capable of being implemented or executed 
without a form of tangible embodiment. 

Claim Rejections - 35 USC § 103 

11. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

12. The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1, 148 
USPQ 459 (1966), that are applied for establishing a background for determining 
obviousness under 35 U.S.C. 103(a) are summarized as follows: 

1 . Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at issue. 

3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating 
obviousness or nonobviousness. 

13. This application currently names joint inventors. In considering patentability of 
the claims under 35 U.S.C. 103(a), the examiner presumes that the subject matter of 
the various claims was commonly owned at the time any inventions covered therein 
were made absent any evidence to the contrary. Applicant is advised of the obligation 
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under 37 CFR 1.56 to point out the inventor and invention dates of each claim that was 
not commonly owned at the time a later invention was made in order for the examiner to 
consider the applicability of 35 U.S.C. 103(c) and potential 35 U.S.C. 102(e), (f) or (g) 
prior art under 35 U.S.C. 103(a). 

14. Claims 1-2, 7-8, 13-14 rejected under 35 U.S.C. 103(a) as being unpatentable 
over the applicant's admitted prior art (AAPA), and Hardin et al., US patent application 
publication 2002/0161961. 

15. With respect to claim 1, AAPA teaches of a method of detecting invalid memory 
access used in a computer which executes a language system having a specific 
memory management function; a first program code that is executed under the control 
of the language system, and that accesses a first memory area reserved by the 
language system; and a second program code that is directly executed under the 
control of OS, and that accesses a second memory area reserved by the OS 
(applicant's specification page 1, line 15-page 2, line 6); 

Hardin teaches of wherein said method executed by the language system 
detects invalid memory access to the first memory area caused by the second program 
code, said method comprising the steps of: allowing said language system to set the 
memory protection of the first memory area before the first program code calls the 
second program code (fig. 5; paragraph 0036-0038; it is abundantly clear to one of 
ordinary skill in the art that the MVM control enabled the memory protection before 
calling the second VM. Failing to do this would cause a period of time where the 
second VM could modify the memory that should be protected); 
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calling and executing the second program code (fig. 5; paragraph 0036-0038; as 
the second VM is running it must have been called and executed); 

when a memory protection exception occurs, notifying of invalid memory access 
caused by the second program code to outside (paragraph 0056-0057); and 

when the execution of the second program code ends and the control returns to 
the language system, disabling the memory protection of the first memory area (it is 
abundantly clear to one of ordinary skill in the art to disable the memory protection, 
upon the completion of the second VM, as the threat of the memory area being 
overwritten by another VM no longer exists). 

It would have been obvious to one of ordinary skill in the art having the teachings 
of the applicant's admitted prior art and Hardin at the time of the invention to incorporate 
the memory protection as taught in Hardin into AAPA. Their motivation would have 
been to run multiple virtual machines/Operating Systems (Hardin, paragraph 0003). 

16. With respect to claim 7, the combination of AAPA and Hardin teach of the 
limitations cited above with respect to claim 1. Additionally, since the limitations are 
taught in the context of a computer system, there must be a program that causes its 
functionality. 

17. With respect to claims 2 and 8, the combination of AAPA and Hardin teaches of 
wherein: when said memory protection exception occurs, if it is detected that the first 
program code performs normal memory access to the first memory area, said language 
system disables the memory protection to allow the normal memory access, and then 
enables the memory protection again (fig. 5, 6; paragraph 0036-0038, 0040; where in 
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response to the first VM accessing an address in its area, the first VM is allowed to due 
such by the MVM control). 

18. With respect to claim 13, AAPA teaches of a language system used in a 
computer which executes a language system having a specific memory management 
function; a first program code that is executed under the control of the language system, 
and that accesses a first memory area reserved by the language system; and a second 
program code that is directly executed under the control of OS, and that accesses a 
second memory area reserved by the OS (applicant's specification page 1, line 15-page 
2, line 6); 

Hardin teaches of wherein said language system detects invalid memory access 
to the first memory area caused by the second program code, said language system 
comprising: means for setting memory protection of the first memory area before the 
first program code calls the second program code (fig. 5; paragraph 0036-0038; it is 
abundantly clear to one of ordinary skill in the art that the MVM control enabled the 
memory protection before calling the second VM. Failing to do this would cause a 
period of time where the second VM could modify the memory that should be 
protected), 

for calling and executing the second program code (fig. 5; paragraph 0036-0038; 
as the second VM is running it must have been called and executed by the MVM 
control), and 

for notifying of invalid memory access caused by the second program code to 
outside when a memory protection exception occurs (paragraph 0056-0057); and 
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means for disabling the memory protection when the execution of the second 
program code ends and the control returns to the language system (it is abundantly 
clear to one of ordinary skill in the art to disable the memory protection, upon the 
completion of the second VM, as the threat of the memory area being overwritten by 
another VM no longer exists. This is done by the MVM control). 

19. With respect to claim 14, the combination of AAPA and Hardin teaches of means, 
when said memory protection exception occurs, if it is detected that the first program 
code performs normal memory access to the first memory area, for disabling the 
memory protection, allowing the normal memory access, and then enabling the memory 
protection again (fig. 5, 6; paragraph 0036-0038, 0040; where in response to the first 
VM accessing an address in its area, the first VM is allowed to due such by the MVM 
management). 

20. Claims 4, 10, rejected under 35 U.S.C. 103(a) as being unpatentable over AAPA 
and Rinne et al., US patent 6098194. 

21. With respect to claim 4, AAPA teaches of a method of detecting invalid memory 
access used in a computer which executes a language system having a specific 
memory management function; a first program code that is executed under the control 
of the language system, and that accesses a first memory area reserved by the 
language system; and a second program code that is directly executed under the 
control of OS, and that accesses a second memory area reserved by the OS 
(applicant's specification page 1, line 15-page 2, line 6); 
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The combination of AAPA and Rinne teaches of wherein said method executed 
by the language system detects invalid memory access to the first memory area caused 
by the second program code, said method comprising the steps of: allowing said 
language system to save code information associated with the contents of the first 
memory area before the first program code calls the second program code (Rinne, fig. 
2; column 35-38, column 5, lines 47-58; where a checksum is calculated over a specific 
storage area. As it is used later, it must be stored. In the combination of AAPA and 
Rinne, it is done prior to the execution of the other language program); 

calling and executing the second program code (AAPA, page 1, line 22-25); 

when the execution of the second program code ends and the control returns to 
the language system, judging whether or not code information associated with the 
contents of the first memory area coincides with the saved code information; and if the 
code information associated with the contents of the first memory area does not 
coincide with the saved code information, notifying of invalid memory access caused by 
the second program code to outside (Rinne, fig. 2; column 35-38, column 5, lines 47-58; 
where the checksum is recalculated and if it is not the same an error message is 
produced. In the combination this is done upon the completion of the other language 
program to determine if an invalid memory access occurred). 

It would have been obvious to one of ordinary skill in the art having the teachings 
of AAPA and Rinne at the time of the invention to include the verifying the contents of a 
storage area via a checksum comparison as taught in Rinne in AAPA. Their motivation 
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would have been to determine if specific storage areas are free from defects so they do 
not have to be re-loaded (Rinne, Column 5, lines 35-42). 

22. With respect to claim 10, the combination of AAPA and Rinne teach of the 
limitations cited above with respect to claim 1. Additionally, since the limitations are 
taught in the context of a computer system, there must be a program that causes its 
functionality. 

23. Claim 5 is rejected under 35 U.S.C. 103(a) as being unpatentable over AAPA 
and Rinne as applied to claim 4 above, and further in view of Hardin. 

24. With respect to claim 5, Hardin teaches of blocking memory access with respect 
to the second program code while allowing memory access of the first program code 
(fig. 5, 6; paragraph 0036-0038, 0040). 

The combination of AAPA, Rinne and Hardin teaches of wherein: when it is 
detected that while the second program code is called the first program code normally 
updates the first memory area, said language system updates the saved code 
information based on code information associated with contents of the first memory 
area updated (Rinne, fig. 3, column 2, lines 45-51; where when the memory contents 
are properly changed in view of Hardin, the old portion of the checksum is deleted and a 
new portion is added). 

It would have been obvious to one of ordinary skill in the art having the teachings 
of the applicant's admitted prior art, Rinne, and Hardin at the time of the invention to 
incorporate the memory protection as taught in Hardin into the combination of AAPA 
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and Rinne. Their motivation would have been to run multiple virtual 
machines/Operating Systems (Hardin, paragraph 0003). 

It would have been obvious to one of ordinary skill in the art having the teachings 
of AAPA, Rinne, and Hardin at the time of the invention to include the partial checksum 
updating as taught in Rinne in the combination of AAPA, Rinne, and Hardin. Their 
motivation would have been to reduce the time and calculations needed to calculate 
new checksums (Rinne, abstract). 

25. With respect to claim 11, Hardin teaches of the limitations cited above with 
respect to claims 2 and 8. 

It would have been obvious to one of ordinary skill in the art having the teachings 
of the applicant's admitted prior art, Rinne, and Hardin at the time of the invention to 
incorporate the memory protection as taught in Hardin into the combination of AAPA 
and Rinne. Their motivation would have been to run multiple virtual 
machines/Operating Systems (Hardin, paragraph 0003). 

26. Claims 3, 9, and 15 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over AAPA and Hardin as applied to claims 1, 7, and 13 respectively, and further in view 
of Wenocuretal., US patent application publication 2002/0165912. 

27. With respect to claims 3, 9, and 15, Wenocur teaches of wherein: if the first 
program code is executed under the multithread control, said language system 
suspends the execution of other threads while a certain thread calls the second 
program code (paragraph 1061). 
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It would have been obvious to one of ordinary skill in the art having the teachings 
of AAPA, Hardin and Wenocur at the time of the invention to include the process of 
switching threads as taught in Wenocur in the combination of AAPA and Hardin. Their 
motivation would have been to optimize processor time by switching active threads. 

28. Claims 6 and 12 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
AAPA and Rinne as applied to claims 4 and 10 respectively, and further in view of 
Wenocur. 

29. With respect to claims 6 and 12, Wenocur teaches of wherein: if the first program 
code is executed under the multithread control, said language system suspends the 
execution of other threads while a certain thread calls the second program code 
(paragraph 1061). 

It would have been obvious to one of ordinary skill in the art having the teachings 
of AAPA, Rinne and Wenocur at the time of the invention to include the process of 
switching threads as taught in Wenocur in the combination of AAPA and Rinne. Their 
motivation would have been to optimize processor time by switching active threads. 

Conclusion 

30. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

31. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Michael C. Krofcheck whose telephone number is 571- 
272-8193. The examiner can normally be reached on Monday - Friday. 
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32. If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Matt Kim can be reached on 571-272-4182. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

33. Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



Michael C. Krofcheck 




